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MEMORANDUM FOR: Deputy Director of Information Technology
for Management

FROM: |
Computer Security Group, OIT

SUBJECT: Review of the Update on Computer Security
Legislation [::%]

REFERENCE: . Memo for Multiple fm LD/OLL, dtd 4 Nov 85,
Subject: Update on Computer Security
Legislation

1. The Computer Security Group (CSG) has reviewed the
amended H.R. 2889 as provided by| in the reference
memorandum. While it is not this Agency's intention to
aggravate the House Government Operations Committee or any
Branch of the Congress, I strongly believe that every attempt
should be made to amend the Bill to preserve the authority of
the DCI. Specifically, the Bill should include the language
that was originally suggested that: ''Nothing in this Bill
alters the existing authorities of the Director of Central
Intelligence, including his responsibility for the protection of
intelligence sources and methods.'" Although this Agency may be
exempt from Sections 3 and 4 of the Bill, by virtue of the
Agency's exemption from the Federal Property and Administration
Act of 1949, it is believed that the Agency should be
specifically exempted from the entire Bill.

2. 1In reference to Section 5 of the Bill, CSG agrees with
the original position, taken by the Agency, which states that the
Agency must be able to continue its own strict Agency program in
computer security. As long as the Proposed Bill imposes minimum
standards for training, this Agency's computer security training
programs, which are more rigorous and stringent than other
government agencies, should not be affected.

3. In reference to Section 6 of the Bill, CSG has serious
concerns regarding the wording and intent of the proposed Bill.
While it is true that a majority of the Agency's computer systems
are classified, there are unclassified systems, specifically VMU,
that would be affected by this Bill. Additionally, there are a
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number of personal computers that are used throughout various Agency
components in an "unclassified" mode. These systems, when taken 1in
aggregate, could in fact become classified. The application of this
Bill to "unclassified systems' was previously addressed by Donald C.
Latham in his testimony before the Subcommittee on Legislation and
National Security Committee on Government Operations, U.S. House of
Representatives, on 18 September 1985. He suggested that the Bill

be amended to read: ‘''sensitive non-national security-related," as
opposed to the proposed terminology in the Bill which states
"sensitive but unclassified information." 1 support Mr. Latham's

position and 1 also agree with Mr. Latham's statement that the Bill
potentially could cause confusion, in that NSDD 145 has barely been
in affect for 1 year. If H.R. 2889 is enacted, it is my opinion
that it will only add to the confusion within the Federal
Government regarding what standards and policies are to govern the
Federal Government's computer systems since NSDD 145 establishes a
mechanism under the National Telecommunications and Information

Systems Security Committee promulgation of national
computer security policies.

4. While this Agency could let NSA, OMB, and NBS take the
lead in opposing H.R. 2889, I believe it is in the Agency's best
interest to lobby for a specific exclusion from this Bill to
protect this Agency's equities.

P St b B W
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Washingsr, D € 2050

6 August 1965

Mr. James M., Frey -

Ascsistant Director for Legislative Reference
Office of Management and Budget

Washinijoq, D.C. 20503

VWA

Dear &i;/ﬁzéfiﬂ

Enclosed is a response to & reguest by Congressman Prooks
Chairman of the House Government Operations Committee, for the
views of the Agency on H.R. 2869, a bill to provide for
computer security research and training of federal employees in
conmputer security. The proposed response states that while we
share the concern of the Congressman over computer security,
the bill should be amended so as to allow the Agency to
continue its own very strict mandatory training of personnel in
computer security in accordance with established guidelines
tailored to meet the security requirements of the Agency.

wWe ack that your office review the Agency's response and
advise us as to whether or not there is an objection to its
transmittal. Since Congressman Brooks has regquested a prompt
reply, we would appreciate expedited action on our response.

Sincerely,

25X1

Charles A. Brlsgs
Director, Office of Legislative Liaison

Enclosure

Y
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Washngsr, [ ( 20

The Bonorable Jack Brooks
Chairman -
Committee on Government Operations
House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

This letter is in response to your recuest for the views of
the Central Intelligence Agency on H.R. 2889, a bill introduced
by Congressman Glickman to provide for a computer security
research program and training of federal employees who are
involved in the management, operation, and use of computers.
Mr. Casey has asked me to respond on his behalf. While the
Agency agrees with the conaressional findings in the bill
regarding the need to train employees in computer security
procedures, we believe the bill should be amended to preserve
the authority of the Director to continue the Agency's own very

strict computer security prograr in accordance with established
guidelines.

There is little doubt that the Federal Government needs to
improve the security of its computers. Computers now store a
very large amount of highly classified data and sensitive
information and have become a target for hostile foreign powers
engaged in espionage. Should a foreign power gain access to
this Agency's computers or those of agencies of the
Intelligence Community, the harm to national security would be
extraordinary. In addition to the threat from hostile
intelligence services, the Agency must zlso be mindful of the

threat posed by the so called "hackers" who illegally break
into government computers.

The Agency has & very active program underway to safeguard
its computers from unauthorized access. This program includes
the procuring of both bardware and software designed to ensure
the bighest degree of security. There is also a research
program underway designed to create new systems capable of
defeating the most determined and sophisticated means of
accessing our computers without authorization. Finally, we
conduct a very rigorous program to educate our employees on
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computer security awarenesc and good security practice. We

believe this progran hac been highly successful in safeguarding
our informetion.

Should the Government Operations Committee decide to go
forward on this legislation, we believe that the bill should be
amended to preserve the authority of DCI to safeguard Agency
computers against uneuthorized access. Specifically, we
suggest that the following language be inserted into the Bill:

Nothing in this bill alters the existing authorities
of the Director of Central Intelligence, including

his responsibility for the protection of intelligence
sources and methods.

Adding this languege to the bill will ensure that the Agency
will be able to continue its own very strict mandatory training
of personnel in computer security in accordance with
established guidelines tailored to meet the security
requirements of the Agency. [ This mandatory computer security
program is more stripgent than other agencies that do not
regularly deal in clascified information.} 2 gingle set of
regqulations to cover all federal agencies that does not
accommodate the particular security needs of individual
agencies is not the most effective means to provide the
necessary protection needed for computers containing our
nation's most sensitive secrets.

We appreciate the opportunity to comment on this
legislation. If you or your staff have any guestions on our

2 itate to contact me or

The Office of Management and Budget hatc advised that there
is no objection to the submission of this report from the
standpoint of the Administretion's program.

Sincerely,

Charles A. Briggs
Director, Office of Legislative Liaison
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OLLB85-2723/1
16 September 1985

MEMORANDUM FOR: Director, Office of Security

v Deputy Director, Office Information Technology
Chief, ILD/OGC

FROM: | |
Chief, Legislatdon Division/OLL

SUBJECT: Request for Comments on DOD Testimony on
H.R. 2889, Computer Security Research and
Training Act of 1985

1. Attached for your review and comment is DOD's testimony on
H.R. 2889, the Computer Security Research and Training Act of 1985.
This bill, also attached, provides for the National Bureau of
Standards (NBS) to establish a computer security research program
to address the problem of computer security in the Federal
government. The bill also requires each federal agency to furnish
mandatory periodic training in computer security for all employees
who are involved with the management, use or operation of
computers or other automated information systems.

2. In the éttached testimony, DOD endorses the general intent
of H.R. 2889, but requests that this legislation more carefully
delinate the exact scope of NBS's charter in developing standards

in this area. Specifically, DOD suggests that NBS' responsibili-
ties be limited to establishinﬁ'%%ograms which address

"unclassified but gepsitive non-patjopal securit¥-related
information”. NSDD 145 wou continue to apply to fied
n¥tional security information. While DOD notes that H.R. 2889 and
NSDD 145 address two different categories of information, the
attached testimony does strongly emphasize the need for continued

cooperation between NBS' efforts and that of DOD and other
national security agencies in this area.

3. OMB requires our comments on the attached testimony by noon
Tuesday, 17 September 1985. I apologize for this short deadline,
but this office did not receive this testimony until 5 o'clock
today.

Attachments
as stated
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STATEMENT
BY
DONALD C. LATHAM
ASSISTANT SECRETARY OF DEFENSE
COMMAND, CONTROL, COMMUNICATIONS, AND INTELLIGENCE
AND
CHAIRMAN
SYSTEMS SECURITY
COMMITTEE
) CONCERNING H.R. 2889
BEFORE THE
SUBCOMMITTEE
ON LEGISLATION AND NATIONAL S8ECURITY
COMMITTEE ON GOVERNMENT OPERATIONS
UNITED BTATES HOUSE OF REPRESENTATIVES
BEPTEMBER 18, 198S%
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As Chairman of the NTISEC, 1 view as one of my key responsi-
pilities making sure the problemn of computer systems security is
recognigsed by the pudblic at-large as an important national issue.
We have not done as good a job as we might have done in the past
because wWe were not properly organized. The NTISSC structure now
in being provides that organization and we are moving shead with an
aggressive avareness program in concert with similar initiatives
being carried out by the X¥BS.

At its last meeting on 4 September 1985, the Bubcommittee on
Automated Information Systems security (6A188), one of the two
major subcommittees of the NTISSC, approved for issuance to the
NTISSC a proposal to'*““‘; education and training of federal
departments and agencies. expect the NTISSC to take up this
proposal and make it a National Policy. 1In this regard, the
National Computer Security Center (NCSC) at the National Security
Agency (NSA) has begun development of training courses in AIS
systems seourity for a DoD-apongored awareness program. The NCSC
will provide materials to other government, departments and agencies
for awareness training. Of course, funding for such training
resources remaing a proplen.

Let me focus just a moment on eome other DoD education and
training efforts. We are developing guidelines which will make it
easier to determine and specify the level of security that a system
needs when generating requests for procurements Or acquisitions.
Also, We are in the process of issuing a Standard entitled, "RoD
Trust 12 *, hereafter referred to
a e Criteria, to assist in evaluating the effectiveness of safe-
guards for Defense applications. By the way, the SAISS adopted use
of the Criteria on an interim one-year trial dasis. PFinally, the

.DoD is undertaking an amdbitious computer vulnerability reporting

program aimed at correcting security weaknesses in DoD computer
systems. This effort should also be very useful for designing a
national reporting program.

in my testimony for Mr. Glickman, Chairman of the Subcommittee
on Transportation, Aviation and Materials, Committee on Science and
Technology, on 27 June 1983, I indicated that a high priority item
was trying to provide a working definition for what constitutes
ngensitive” information. 8ince that time, the SAISS has approved
for issuance to the NTISBC a proposal for defining sensitive infor-
mation. Specifically, it separates unclassified but sensitive
information into two ocategories: 8 ive pational securit
and sensitive non-national secur . e DD
145 s on ® Jormer oategory. ‘ggglgggifiod but sensitive
gon-natipnal_nopurity-ro1atod is the concern of the civilian sector
with NBS playing a major role.

Let no_ggigpg;&pwxhat NSDD-145 does not cover unclassified but
sensitive non-national security-related information and therefore,
it in no way restricts, controls, or manages the activities of other
federal departments or agencies who have responsibilities in non-
natichal security-related areas. In order to maintain this clear
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demaroation line, language in E.R. 2889 making reference to “sensi-
tive” information should be amended to reflect that “"unclassified
put sensitive non-national security=related” data is the subject
data in gueation. .

On the matter of research and development (R&D) responsibilities,
the NBS has a well-developed program in the area of computer systems
security. The NBS derives its responsibilities from the Brooks Act
of 1965 (P.L. 89-306), , the Privacy Act of 1974 (P.L. 93-579), and
the Paperwork Reduction Act of 1980 (P.L. 96-511). We view these
responsidbilities as distinot doth in intent and focus from those
cited in NBDD-145. Again, NSDD-145 addresses only unclassified but
sensitive national security-related and does not cover unclassified
but sensitive non-national security-related information. More
directly, privacy information, information on fraud, waste, and
adbuse, or proprietary data held by an agency is not covered by
RSDD=-145 dictates.

Let me quickly add that we don't intend to meddle in NBS
authorities or responsibilities in these areas. Rather, we sese
the NBE efforts and those of other federal agencies under NEDD-145
as complementary and supportive of each other. Clearly, technical
measures and techniques can apply equally well in many circumstances
and technical interaction must de encouraged.

Indicative of the strong current relationship between the NBS
and the DoD, is the high-level of cooperation between the NBS and
the Mational Computer Security Center at NSA which is already
impressive and growing. BSpecifically, they have jointly sponsored
for the past eight years a National Computer Security Conference.
This year's conference, scheduled from 29 September 1985 to 3
October 1985, will focus on mutual subjects of concern such a»s

[ works, verification, labelling., a profils of °“hackers”,
and data Just a few. It will be
attended by business, academia and government and allows for
critical transfer of the results of the National Computer Security
Center research and the NBS research throughout government and the
private sector.

Important work is proceeding between NBS and the NCSC in the
area of personal computers and office avtomation. 1In this regarad,
a Guideline on Password Management is being published by the NCEC
and will become an appendix to the NBS Password Usage Btandard
already in existence. Additionally, the ¥BS has done impressive
work in micro-computer and mini-computer systems security which
the NCBC is using. As a final example, NBS and the NCBC is sponsor-
ing a symposium on risk analysis to examine methodologies of mutual
benefit. Again, these efforts represent the high degree of inter-
action between these two centers of expertise.

This cooperation must continue. However, the federal audiences
for their respective services is different. The NCBC's target audi-
ence is the National Becurity Community while NBE services the

purees 100 W M09 b1 ee/91/60
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ocivilian sector. While the staffs of poth organizations are highly
specialized, there is continuing reliance by NCSC staff on NBS
Institute for Computer Sciences and Technology (I1CET) stafg
expartise and vice-versa. In fact, two NSA employees ourrently

are working at NBS with the purpose of transfering expertise to
civilian users. This arrangement has worked remarkably well in

the past and must bs preserved.

Let me add that the ¥B5 has taken an active role in the
gsubcoomittee OnN Automated Information Systens Security (BAISE)
of the NT18SC. The NBS member is the I1CST Director, Mr. James
Burrows. Mr. Burrows has been instrumentsl in the promulgation
by the BAISSE of the reoent {ssuance -relating to defining sensitive
information categories as well as the issuance On training and
education.

As a final point on the issue of NS8DD-145 and NBS
responsibilities, NEDD-145 requires that MBS submit for NTISSC
approval proyoood computer systens security standards prior to their
issuance as & Pederal Information processing System (Fips) standarad.
Once again, this applies only to proposed standards where national
security-related matters are concerned standards unrelated to
pational security are not covered. In this regard, it 1s anti-
cipated that, Federal Information processing Standard MNo. 112, Pass-
word Usage gtandards, , will pe the first such standard processed
under the NT188C structure because {t has application to poth both
unclassified and classified processing environments.

In accordance with the preceding, 1 would now like to turn
my attention to some of the areas in the bill that potentially
oould n and wnich, 1 feel, oould benefit from addi-

onal clarification.

rirst, on page 2 of H.R. 2889, reference is made to “"senaitive”
information. 1 suggest this Dbe amended to read sgensitive unclassi-
fied non-national security-related.” Also, for clarity, this
phrase should also s used to modify the use of the tern “informa-
tion" as used on page 3 Sec. 18 (p) (2).

gecond, on page 3 of B.R. 2889, gection 18 (a) should be
amended to clearly set forth that H.R. 2889 does not seex to impact
Administration efforts under NSDD-145. Therefore, 1 propose the
following de inserted as the last sentence of paragraph (e)s “The
following KBS progran shall be undertaken in consonance with those
computer system seourity tooponoibilitioc delineated in National
gecurity Decision Directive 143, *National Policy on Telecommuni -
cations and Automated Information Systenm Security.” This important
adjustment minimizes overlap of responsibilities between the
Department of Commerce and the Department of Defense and recognizes
that both programs are complementary and supportive.

In oclosing, let me allay the fears of those who feel that
NSDD-14% Goces in soms WRY. shape, or form restriot current NBS
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3L - ‘ opme as-making efforts. NBDD-145
':?ftn;oarﬂh-;g":;;::u. .::n:g:g.::::‘{hi statutory dbase already
,'f*»'..ng::;od are oompatible and complementary efforts.

- security is a major challenge that needs

all the agzziu;{:t;::inpovor {nd resources this nation can nuo;er.
As such, let's move ahead together in the spirit of :argony an
cooperation, not competition. I feel H.R. 2889, vi:n : .torin
recommended changes 1 proposed, is a positive step os 9

this spirit of cooperation.

who
companying me is Mr. Robert Rich, Deputy Director, NBA,
will gsrtgﬁr Zcogribo the activities of the Computer Becurity
Center and other programs how being carried out by NSA in the areas
of computer systems security awvareness, education, training, ana

research and development.

14
. Chairman, this concludes my prepared remarks. I wou
be hA:;y to anlwo; any Questions that you or the Subcommittee

have.

_— o 100 "ON S aod zviv1 589180,
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1295 H, R, 2889

Tc¢ amend the Aci esisblishung the Netiong) Buresu of Siendards w provide for &
computer secunty reseemch progTam withir suck Buresu. and to provide for
the training of Federe’ el aiees whe are involved in the mansgemen:.
OperslIOn: &NC Us: Gf BUICILLtel INfCTETION Procesting svsiem:

IN THE HOUSE OF REPRESENTATIVES

JUNE 27, 1985

Mr. GLICKMAN (for himself, Mr. FuQua, Mr. BREOOEs, Mr. BEowN of Californis,
Mr. WieTe, Mr. WALGREN, Mr. NEL8ON of Floride, Mr. WYDEN, Mr.
HucuEes, Mr. LEw1s of Florids, and Mr. HORTON) introduced the following
bill; which was referred jointly to the Commitiees on Science and Technolo-
& and Government Operations

A BILL

To amend the Act establishing the National Bureau of Stand-
ards to provide for & computer security research program
within such Buresu. ané 1w provide for the training of
Federal emplovees who are involved in the managemenst.
operation, and use of automsated informetion proce:sing
gystems.

1 Be 1t enacted by the Senate and House of Represes.to.
tives of the Unitec States of America in Congress assericc.

P4
3 SECTION 1. SHORT TITLE.

4 This Act oo e -0 as the “Computer Koo -+
5 Research anc Trooune Ac o 19857,

4
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1 SEC. 2 FINDINGS

2 Trne Congress finds ther—

3 (1) in recent vesrs the Federe: Government has
4 become highly dependent on giomsted  informsation
5 processing  gystems “for carrving out many of its

6 IMISSi0ns.

(2 the Governmeni Operaies about 20,000

g medium- and large-scale msinframe computers, and by
9 the ené of this decade it wili glsc have approximetely
10 half & million micro- and mini-computers;
11 (3) the information stored in Government comput-
12 ers and transmitted over the various communications
13 networks that connect them represent valued property
14 thet is vulnerable to unauthorized access and disclo-
15 cure. frsudulent manipulatior. &nd disTuption:
16 (4) studies of computer-related fraud and sbuse in
17 Government agencies indicate & costlv and widespread
18 probien. of significent proporticns:
19 (%) Government efforts to address the problems of
20 computer security bave focused on developing hard-
21 ware and software svstems to protect sensitive infor-
22 meticn. ensuri:p thal mew computer systems are de-
23 s1g'ned to include security provisions, and requiring
24 © g~.icier 1 e iement gecurity procedures: and
20 .. ¢ - mus be supplemeriel i the prob-

PO DR
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the i_nf(x,’rTrP'.i(m stored rracecced gnd trevoem el S b
Governmen: computers remains the peopic  who
manage, use, and operate them.
SEC. 3. ESTABLISHMENT OF COMPUTER SECURITY RESLARCH
PROGRAM.
The Act of Merch 3, 1901 (15 U.S.C. 275.97+1 .
amended by redesignating”section 18 as sectiorn 19. and by

inserting after section 17 the following new sectior:

“SEC. 18. (8) The National Buresu of Standards shsl)

estedlish and conduct a computer security research program

——

te address the problems of computer security i1: the Feders)

Government, with primarv emphasis upon the prevention of

computer-related fraud and abuse througk the training of em-

practice.
/

.

ployees in computer gecuritv_awareness and good security

“(b) The program shall—

“(1) perform research end @o de-

termine the nature and extent of computer security

vulnerability in Federal agencies and their contractors:

O “(2) devise adminisirative, meanagement, and tech-

nical procedures and practices designed to protect the
information stored, processed. &nd transmitted by
Government computers; &nd

“(3) develop guidelines fe: use by Federal agen-

cies in training their emplovees, and the employees of
oD 2 B
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ther contractors anc of other orgurizmtione who:.
Congraess nerface with Governmii. computers, 1n
computer  security  awareness  and  good  secunty
re’ i |
SEC. 4 TRAINING BY FEDERAL AGENCIESN IN COMPUTER
SECURITY.

(¢ 1N GENEraL.—Each Federa) agency shall provide

*”

mendeiory periodic training in computer secutitv. under the
guideline: developed pursuant to sectior: 15405, of the Act
of Marck 3, 1901 (as added by section 3 of this Act), and in
accordence with the regulations issued unce: subsection (¢) of
this section, for all of its emplovees who &re involved with
the management, use, or operation of computers or other
automated information systems and for all of the employees
and other personnel of its contractors who are involved with
the management, use, or operation of computers which inter-
face with Governmen: computers.

(b) TRAINING OBJECTIVES.— Training under this sec-
tion shall begin within 60 days after the issuance of the regu-
lations described in subsection (c), and shall be designed—

(1) to enhance employees’ awareness of the
threats to and vulnerability of computer and communi-
cations svstems; and

(2) to encourage the use of improved computer

security practices at Government facilities.

oml 22 B
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(¢) REGULATIONS. — Within six months after the dete of
the enactment of this Act, the Director of the Office of Per.
sonne] Management shall issue regulations preseribing in
detail the procedures and scope of the training to be provided
by Feders! agencies under subsection (s) and the MEanner i
which sueh trainiag is torbe carried out.

SEC. 5. Al'THOﬁlZATlO.\' OF APPROPRIATIONS.

There are herebhv authorized to be appropristed to the
National Bureau of Standards for the fiscal vear 1987, to
carry out the computer security resesarch program under se:-
tion 18 of the Act of March 3, 1901 (as added by section 3 of

this Act), such sums as may be necessarv.

O

oF i [
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OLL 85-332C «:
4* Nivember 1985
MEMORANDUM FOR: Director, Cffice O0f Security
Chief, Legislative Liaison, IC Staff
Deputy LCirector, Cffice of Information &
Technoliogy Manzzement
STAT FROM: | |
Legislation Division
Office of Legislative Liailson
SUBJECT: Update on Ccmputer Security Legislation
REFERENCE: Memo to Directecr, Jffice of Security, from
STAT Zztei 16 J.iy 1985, same subject

1. The purpose of this memo is to provide an update on the
status of H.R. 2889, the Computer Security Act of 1985. You
may recall that this legislation was introduced by
Representatives Glickman and Brooks on 27 June and referred
jointly to the House Committees on Science and Technology and
Government Operations. As originally introduced, the bill
provided that the National Burezu of Standards shall establish
and conduct a computer security researcn program for the
federal government and dewvslopr zsuidslines for use by federal
agencies 1in training their emg 2s in computer security
zawareness and good security Tr The bill also providez
that the details and scope o8 1ning would be prescribec

n M

n
.

s

by OMb.

2. In response to a r=guest 2y Congressman Brooks, we sent
a letter on 19 September 1985 tc the Congressman containing our
views on the lecislation. The .2tzer endorsed the goal of the
bill, i.e., improving comp.iter :sscurity, but reguested that the
£ill be amended to preserve tne zuthority of the DCI to
safeguard Agency computers. Fcilowinc rnearings held on
18 September 1985, the aucco‘Ti see ¢n Legislation ana National
Security of the House Governmen:t Cperstions Committee on

.R. _389. In the Tzrxup, &n
1tute was o ed by

23 Octcoer conducted marx.2 cf
amendment _jn the nature of a sucst

essman Brooks and was acdopted ; i . A copy
of the amendment is attached. On 29 October the full House
Government Operations Committee approved the bill.

f— —
T ——————

S
a
n

R
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3. Although H.R. 2889 as approved by th=s G:vernment

Operations Committee did not incorporate our zu:zzecsted

ame t, I believe that the amencded BIIT T.-cStan-ially
oenefits the Agency by excluding the Agency ::c- -2zt of its
provisions. | Section 1) of the bill would giv: tre Natiz-nal
Buireau of Standards (NBS) sole jurisdiction .ver tne computer
security issue in the federal government, bu: only to the

f

extent the computer and telecommunication sy:stems are subject

WMW&d
minlstration Act of 1949 (40 USC §759) or chapter 35 of

TitTe 4%, The Agency 1s exempt from the Federal Property and ;*f

Adminjistration Act by virtue of 40 U.S.C. S§474 (17/. =Zhe,
,ﬁssnsx_;saaxgmg; from the provisions of chapter 35 of Title 44,
.S.C., that pertain to computer and telecomrmunication systems

by virtue of 44 U.S.C. §3502. Thus the provisions of section 3

of the bill wo ot apply to the Agency. Tnhe Agency is also *
exempt from {section 4 pf the bill, which per:z3ins to tne
establishment of automatic data processing and related

telecommunications standards, because tnis sec-tion amends the
Fecderal Prcperty and Administration Act.

(n

4. The Agency probably would not be exempt from Section 5
of the bill, which requires periodic mandatory training of its
personnel in computer security in accordance with regulations
issued by OPM.l I have discussed with congressional staff
the Agency's concern that these regulations would establish
training guidelines that would not be sufficient for own
security needs. The staff has stated that these guidelines
would only es tr rds and that an
agency would be free to establish more r 28 training to

izorsas
protect computers that contain highly clazs.fiei data. In

lAn argument could be made that tnis
apply to the Agency since these regulation
in accordance with section 3 of the Act,
exempt from. I am not prepared at this p
certify that such an argument would carry

1on 4does not

re tO be developed
n the Agency 1is

' 'owever, to

- -

O { 3o
(=
1 «' )
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addition, you should be aware that CrM on 30 Octcter testified
before a subcommittee of the House Science and Technology
Committee that this legislative authority was unnecessary and
that agency heads should be given some discretion in setting up
their training programs. Congressman Glickman agreed with this
and stateé that provision may be changed.

5. The Agengy Js also QSE ?iﬁﬁi; from section 6 of the
bill, which requires that eac ederal agency 1dentify computer
and telecommunication equipment systems that store unclascsified
but sensitive data. The section also requires that the federal
agency establish a plan for the security of those computers
storing unclassified data and that such plans be transmitted tc
NES and NSA and be subject to disapproval by GSA. I suspect
that the impact on us would not be great since our computer
systems store mostly classified information. ‘

6. It is my judgment that this legislation will move
forward in the House during the next month. The House Science
and Technology Committee has completed its hearings on this
matter anc will markup the legislation in the next few weeks.
During these hearircs, held or 2% and 30 Octocter, thes
Administration came out forcefully against the bill. NSA andé
OPM both stated that the legislation was not necessary and
would do more harm than good. More significantly, Jamges
Burrow, the Director for the Institute of Computer Science and
Technology, NBS, has come out strongly agaipst the bill, as has
the Deputy Secretary of Commerce. Despite this opposition,
Congressman Brooks is determined to move this legislation
forward and the bill will probably pass the House hefore the
end of the year. Prospects for Senate action remain uncertain.

7. Because the legislation will be moving forward, it i
necessary that the Agency make a determination whether to ta
an active role in opposing the hill or amending it furerer. =
would appreciate your review of Sectiorns 5 and 6 of tne bil: =«
determine whether these sections wWouid cause sianificant
problems for the Agency. My inclination is to let NSz, OME,
and NBS take the lead in opposing the leg:islaticn. 1f you
believe that further amendments to the legislation are in cr
to protect Agency eguities, please let me know sc that we csz
take appropriate action. -

S
K

m

(¢

Attachment:
as stated
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BROCKS 284

AMENDMENT 1N THE NaTure OF A SuBsTiTuT: TO H.R., 2883
Oerzrep BY MR, BrooKS
Strike cut all after the enacting clause ané insert :n
liev trnerecf the fclilcwing
> SECTION 1. SEORT TITLE.
2 This Act may be cited as the  Computer Security Act of
3 198z .
< SEC. 2. FINDINGS.
5 Ine Congress fincés that--
6 (1) in recent years the Federal Government has become

k

ighly dependent on automated information prccessing

systems for carrying out many of its missions;

E {2} the GCcvernment cperates abcocus 20,00C medium- ans
pe -@rze-scale mzinframe computers ané by the erd of this
.- cecacs 1t will alsd> have approximatelv half a millicn
12 T.Crc- znd minli-computers;

23 (3) the informatzion stored in Goveramens ccocmputers
- - e . . .

Za 2ne o transmlTiel Cverl The various cooTunications networks

=5 tSat Ccconnect tnem represent valuec prcperty that is

g V.o.mEI3Z.e TI unauthcrized zccess ant disclcevure,

27 fraudulent mznipulation, and disruption;

18 (4) stulies of computer-related fraud and abuse in

19 Gcvernment acencies indicate a costly and widespread

Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2
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coopoter security have focused con develeoping hardware and
scfrware systems tC prctect sensitive informaticr,
ens.ring that new computer systems are cesignec tc

e
4]
0
._l
€.
0.

e security provisions, anc reguiring acencies ¢

[

mplexent security procedures; anc

(6) these efforts must be suppiementec i the

prchb.ems are tc be solved, since the weak link in
protecting the information stored, processed, anc

TS

i

Tl

m
’4
ct
t

o ed by Gcvernment computers remeins the pecp.e
who manage, use ané operate them.
SEC. 3. ESTABLISHMENT OF COMPUTER SECURITY MANAGEMENT, é*fﬁﬂm’
RESEARCH, AND TRAINING PROGRAM.
The Act of March 3, 1901 (15 U.S.C. 271-278r), 1is amended
ov redesi:gnating secticn 18 as secticn 20, and by insertin

- & = . h e & i - q - -~ :
zfter sectizcn 17 the f£ollowing new section

n

. 18. (a) The National Bureau cf Stancerds shall

teleccmmunicaticons systems that are subject to the previsicrhs

Services Act of 1949 (40 U.S.C. 759) or chapter 35 of title

44, United States Cocde. The primary emphasis of such program

Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2
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3

shall be the prevention of ccrmouter-related fraud and abuse.

For such purpose, the Bureau shz2l1 pre

'V

Secretary cf Commerce, for prcmulzaticn under such section

1T A loeSc z2e-A cRAgt
aai,y, CCVEINTENL-W.CE STanNCE&Ils ENC CuUiZe2.lnes.

(b) In carrying cu: the progrem cdescribed in subsec
(a), tne Bureau shalli--
(1) perform research and conduct stucdies tc

- .

cetermine the nature anc ex:ten:z cf computer anc

teleccmmuinications systems vulnerabilities in Feceral
agencies and thelr csntracecsrs;
(2) Gevise managermsnt, administrative, technical,

are anéd submit to the

and physical procedures and practices designed to protect

the information stcrec, processed, and transmittec by
Government computer and telecommunications systems;

T (3) develop stancdards and guidelines and offer-

assistance for use bv Fecerz. agencies in training th
emp.oyvess, and tne exmtlcvees I thelir contractcrs a-~c

e

PN

2

4}

"

other organizations wncse cITputer Or teleccrmmunicazicns

systems interface with Government computer systems, i

ccmputer and te.2cormmunicaczicnas security awareness &n
~

(4) make recommenc2zlcns to the Genere. Service
Acminisztration ©n computer z2-2 teleccmmunicaticns

I

-~
-

s

security policy anc cn revisicns of regulations proposed

pursuant to section 111(£)(3) of the Federal Property and

‘Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2
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H
Adm:nicsrative Services Act of 1949;
"' (5) develop ané coordéinate, as appropriate, with
~sreral Services Administration, the Office cf

Fers-rne. Managemen:t, anc the Né iornal Secur

(A

-
icint computer ané telecommunicat ions security standarcs,

recearch, and tralnling prolranms; arc

"(6) investigate compliance with computer anc
ﬁ

celecommunications security standards through research,

. )
(n
'U
0
y:

zion, andé repcrtil

3
Q)
m
0
"t
yoe
<
.l
«r
.A
[} ]
1]

"(7) act as liaiscn between the Federal Governmenc
ané tne private secitr witnh respect ¢ computer and
relecommunications security issues invclving sensitive
but unclassified information and assist the privacte
sector in using and applying the results of the programs
and activities under this section; and

"(8) establish an advisary council compcsed of

recresentatives of cther Federzl agencies.

()

¥

"*SEC. 19. (a) Therce is hereby establishec a Computer an

elecommunicaticons Privacy ané Security Advisory Bcaré within
V ) oamay

arés. The Secretary of Commerce

s f
)
m
e
H
«t
.l
o
o]
[\1)
}

m
(

(X1
1
v
c
(o)
rn
wn
'
Q.

s~z.. appoint the chairmen of the 390 aré. The Bcarc sha.. be
composed cf twelve addit:onal memSers appc intec¢ by the

Sacrezary of Ccrmmerce as fcllows:
(1) fcur members from outside the Feceral

Government who are eminent in the computer Or

Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2
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Bro.
5

1 telecommunicaticns industry, at least cone of whom shall

2 be from a sxmzll cr medium sized company in such industry;
3 “(2) fz.r memrters from outside the Federal

4 Gcvernment wonZ are eminent In the f£ields cf computer or

5 teleccmmunicaticons tecrnhnology, ©r re.atec disciplines,

6 but who are not exmplcocyed by a procducer ¢f computer or

7 telecommunicaticns eguipment; anc

8 " (3) four members from the Federal Geovernment whc

) have ccmputer cr teleccmrunications systems managezment
10 experience, inclucing experience 1n ccmputer security or
11 telecomzunications security, at leas:t one c¢f wnom snail
12 be from tEE_Eggigggl_ﬁggnli;x_ﬁggggy.
13 " (b) The duties of the Bcard shall be--
14 T(1) to icdentify emerging managerial, technical
15 administrative, and physical safeguarcé issues relative to
16 computer &and tel_eccmmunicatlons systems security; and
17 "U{2y =2 4cdvise the Bureau of Stancards and the
i8 Secrertary ci Ccrmmerce on security ancé privacy issues
13 pertaining Eo ccmputer and telecommunicazions systems of
20 the rege-al Government. )
22 "T{c) Thne term cf office of ezch memser of the Ecard

22 shall be four years, except that--
23 (1) ©f tre initial memsers, three shall be
24 appcinted fcr -erms of cne vear, three shall be appointed
25 for terms of twc years, three shall be appointed for

Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2 %
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terms of three years, and three shall be appcinted for

terms of four years; and

LY

(2) any member appcinted ta €il1l

shall serve for tre

[¢N)

3zer

his predecessor was appcintecd.

LR

(d) The Bcard shall nec: a

(Al

i~ the

0

whicnh shall czcnsist of seven memters.

cther

De compensated at a rate not to excesd the m5

employees of the Federal Government, while

at

than full-time emplcoyvees of the Feder

sence I & cuorurm,

Members of the BRczard,

h] - -
al Government, ma

attending meetings

of such committees or while otherwise performing cduties at

the reguest of the Bcard Chairman while awsz

-

Cr a regular place cf business, mav be

expenses in accordance with subchapter I of

title 5, United States Code.
(£) To provicde the staff services nec
~
the 2card in carrying out its functicns, th

utilize personnel from the Naticral Bureav

~ - I
V&AAEA

0O,

any agency of the Feceral Gocvernmans

P

of the head of the agency.

SEC. 4. AMENDMENT TO BROOKS ACT.
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7
Section 111(f) of the Federal Property and Administrative

(40 U.S.C. 759(£f)) is amenced to reac as

lows:

y{2) The Secre:

Secrezary

LY

(A) provide agenci:es, and tre

g
(e}
A
va
e}
’
[T}
t
"
[\1)
(44
Q0
X
'..‘
|

(8]
of
’.
(¢)
e

the exercise of functicns celecatec in this se
with scientific ané technolocical adéviscry services
relating tc automatic data processing anc relatec

systems, including telecommunications systems;

(B) establish uniform Federal automatic dazsz

rscessing and related telecommuricaticns standarcs

and guidelines; and
""(C) on the basis of standards and guidelines
developed by the National Bureau of Standards

pursuant to section 18(b)(3) of the Act of March 3,

(13 T.S.C. 271 et seg.), establ:ish

security of ccrmputer

telecomrmunications systems that are subject to this

established by the Secre:ary of -

-

4

({1)(8) and snha.. be

(1) (C)

o= o

each Federal acency un.ess waivecd

cr
™
n
m
0O
&)
14}
o
m
"
et
(¢)
'y
0
O
i
|
(i}
ry
0
1]
-
3
£
e
>
-
.4
]
T8}
C
e,
(¢}

n a determinaticn

aiversely affect the accomplishment of

the agency s mission or cause a major adverse financial
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. 8
1 1impact on the agency which is not offset by government-wide
2 savings. Notice of each such waiver shall be premptly
3 transzitted to the Committee on Government Operations of the
4 Eouse of Rép:esen:atives and the Cecmmittee con Governmental
5 Affairs of the Senate.

LSRN

6 (3) The Administrator shall ensure thRa: sucsh standards
7 and guidelines are implemented within an integrated
8 informaticn rescurces management system (as required by

9 <chapter 35 cf title 44, United States Code) by--

CINEN

10 (A) develioping and implementing policies on

12 automatic data processing and related teleccmmuinications
12 systems security; and

13 T (B) revising the Federal information resources

14 management regulations (41 CFR ch. 201) consistent with
15 such standards, guidelines, and policies.

16 "7(4) Irn carrying out functions under paragraps (1) of

17 this subsection, the Secretary of Commerce 228 ths Director

18 c¢f the National Bureau of Standards are autnhorizedc--

19 "(A) to accept, hold, administer, &né use gifts and
20 beguests of property, bcth real and personel, for the °
21 purpcse of aiding or'facilitating such functizns; and

22 “(B) to accept reimbursement for tre perficrmance of
23 'such functions for the benefit of anotner Feceral agency
24 or for the benefit of any other person ==- Tcznlzation,
25 at rates approximating the costs thereof.

! I ! —

e e - . SaNItized Copy Approved for Release 2011/07/27 : CIA-RDP87M01 152R001101410007-2 e
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9
""(S) The Secretary is authorized to undertake the
necessary research in the sciences and technologies of
automatic data processing computer and related systems,
including telecommunications systems, as may be reguirec
under the provisicns of this subsection. .
SEC. 5. TRAINING BY FEDERAL AGENCIES IN COMPUTER AND
TELECOMMUNICATIONS SECURITY.
(a) IN GENERAL.--Each Federal agency (as tha: term is

defined in section 3(b) of the Federal Property and

Administrative Services Act of 1949) shall pfovide mancéatory

periodic training in computer anc telecommunications

12 security. Such training shall be provided under the

13
14
15
16
17
l8
19
20
21
22

23
24

25

guidelines developed pursuant to section 18(b)(3) of the Act
of March 3, 1901 (as added by section 3 of this Act), and in
accordance with the regulations issued under subsection (c)
of this section, for all of the acency s empioyees whc are
involved with the managegen:, use, or operation of computer
or other automated information systems, including related
telecommunications systems, ané for all of the employees and
other personnel of its contractcrs who are involved with the
managcement, use, oOr operaiicn of computers which interface
with Government systens.

(b) TRAINING OBJECTIVES.-~Trairing under this section

shall be started within 60 éays after the issuance of the

regu i escribed in subsecticn (¢). Such training shall

Sanitized Copy Approved for Release 2011/07/27 : CIA-RDP87M01152R001101410007-2
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10
be designed--

(1) to enhance employees awareness of the threats to

and vulnerability of computer and telecommunications

e

systems; and
—

(2) tc encourage the use of improved computer
security practices at Government facilities.

(c) REGULATIONS.--Within six months after the cate of the

enactment cf this Act, the Director of the Office c¢f

Personnel Management shall issue regulations prescribing in

detail the procedures and scope of the training to be

provided by Federal agencies under subsecticn (a) and the

manner in which such training is to be carried ou:.

SEC. 6. ADDITIONAL FEDERAL AGENCY RESPONSIBILITIES FOR )'b
COMPUTER AND TELECOMMUNICATIONS SECURITY.

(a) IDENTIFICATION OF SENSITIVE SYSTEMS.--Within 6 months
after the cdate of eractment of this Act, each Federa. aszency
(as trhat term is defined in section 3(b) of the Federal
Property ané Administrative Services Act of 1949) shall

identi 5 elated telecommunicaticns svster

of that agency within which is or wi

which jis or will be transmitted sensit:

information the losg or misuse of which could adversely

affect the rartiona’l interest o the corduct: of Federal

programs.

(b) SECURITY PLAN.--Within one year after the date of
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enactment of this Act, each such Federal agency shall,
consistent with the standards, guidelines, policies, and
regulations prescribed pursuant to section l1il(f) oOf the

ece

'('
(A

a. Prgcperty and Acrministrative Services ACt cf 1646

establish a plan for the security of the computer and related

telecommunications systems and systems in develcpment

identified pursuant to subsection (a). Copies of such plan

shall be transmitted tc the National Bureau of Szandards and

‘the National Security Agency for aévice andé csmment. Such
plan shall be subject to disapproval by the Aéministrator of
General Services.

SEC. 7. AUTHORIZATICN OF APPROPRIATIONS.

There are hereby authorized to be appropriated to the
National Bureau of Standards for the fisczal years 1987, 1988
and 19859 to carry out the computer security manacement,
research, and training program established by t=is Act, such

sums as may be necessary. There are also autho

(4]

ized to be
appropriated to each Federal agency such sums as may be
necessary for fiscal years 1987, 1988, anc 1983 to carry out
the computer and te_eccmmunications security training progranm

established by section S of this Act ané =zne ident:

[ ]

icatior

andéd planring requirement of section 6.
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